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Office/Contact: Research and Sponsored Programs 
Source: U.S. Department of State, International Traffic in Arms Regulations (ITAR); 22 C.F.R. parts 120 
– 130, U.S. Department of Commerce, Export Administration Regulations (EAR); 15 C.F.R. parts 730 – 
799; U.S. Department of the Treasury, Office of Foreign Assets Control (OFAC), 31 C.F.R. parts 500 – 
599; SDBOR Policies 1.7.4 and 4.9.6  
Link: https://public.powerdms.com/SDRegents/documents/1729415; 

https://public.powerdms.com/SDRegents/documents/1729415
https://public.powerdms.com/SDRegents/documents/1726884
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Technology and software may also be exported or re-exported physically and 
electronically through personal conversations, meetings, engineering manuals, blueprints, 
plans, diagrams, formulae, emails, telephone conversations, faxes, Internet postings, and 
a variety of other non-physical means. 
 

f. Export Controls: restrictions and other limitations imposed by the U.S. government on 
controlled technology and controlled activity. 
 

g. Export Control Analysis: an analysis conducted by the University’s or SDBOR’s export 
control officer to determine if any activity or technology is subject to export controls. If 
the activity or technology is controlled, the assessment shall include a determination of 
the applicable export control restrictions, the restrictions on access by foreign nationals 
required, and any other relevant requirements to engage in a controlled activity in 
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ii. identification of the applicable export controls and items or technologies subject 
to the controls; 
 

iii. a description of the security measures that will be implemented to control the 
item/technology including as appropriate: 

1. Laboratory compartmentalization 
2. Time blocking 
3. Marking 
4. Locked storage 
5. Electronic security 
6. Confidential communications; 

 
iv. identification and nationality of each individual who will have access to the 

controlled item or technology; 
 

v. personnel training and screening measures in accordance with SDBOR Policy 
1.7.4 for granting access to the controlled item/technology; and 
 

vi. appropriate security measures for disposal of the item/technology when use is 
complete. 

 
3. Policy 

 
a. It is University policy that no University employee, as defined in this policy, or student 

may engage in any activity, or commit the University to engage in any activity, that is 
prohibited by export control regulations, or requires a license or other agency approval 
under these regulations, until such license or approval has been obtained. 
 

b.  Employees and students who participate in projects that involve export controls must 
acquire a level of understanding of the requirements appropriate for their role through 
education, information, and support resources. 
 

c. Departments and employees who work with employees, visiting faculty, scholars, or 
students from foreign countries and foreign boycotted countries are required to be aware 
of the export control regulations that relate to those countries and related compliance 
requirements. Individuals may not share, not even in informal social interaction, export 
controlled information or items with foreign nationals without prior export control review 
and approval of the Program Director of Research Integrity and Compliance, or designee, 
and if appropriate, the Vice President for Research and Economic Development, 
University Office of General Counsel, SDBOR General Counsel, or their designees, and 
any other protocols required by law or herein, in accordance with this policy and its 
procedures. 
 

d. Employees who engage in international travel within the scope of employment are 
responsible for understanding export laws and regulations and how they apply to their 
respective situations, including the impact on any students, employees, collaborators, 
consultants, or other personnel who they ask to accompany them or travel on their behalf. 
If any controlled information, technology, software, or equipment will be transferred to a 
foreign party overseas, a license may be required prior to the transfer unless a valid 
licensing exception or exclusion applies. Individuals must seek export control review 
from the 
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